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Cryptanalysis on TLS Protocol Based on Strand Space Model 

Speech Abstract 

 
In this report, we present cryptanalysis on TLS protocols, which includes TLS 1.2 and TLS 1.3, 
based on strand space model and authentication test. Firstly, we formalize TLS 1.2 and TLS 1.3 
with strand space model theory. Then, according to the rules of authentication test, we make 
cryptanalysis on TLS 1.2 and TLS 1.3, respectively, and propose two kinds of attacks, which are 
server spoofing attack and user impersonation attack, on TLS 1.2 and TLS 1.3. Hence, we 
present detailed ways on these two attacks with experiments, in which the adversary may 
impersonate server to cheat users, and also impersonate users to cheat server without being 
detected. Finally, we may give some advices to remedy these two attacks on TLS 1.2 and TLS 
1.3. 
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